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Beaoywmnin aHanntuk SOC
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PABOTOAATEJIb

ToBapuLLLECTBO C OrpaHNYEeHHOW
oTBeTCcTBeHHOCTbIO "BTS DIGITAL"

OnnaTa Tpyaa oT 732 000 TeHre

Ycnosus MoJiHbIN paboynin OeHb,
nocTtosHHasa paboTa, HOpMasibHbIE
yCcnoBus Tpyaa

Konun4ecTBo BakaHCUM 1
NMHPOPMALINA O BAKAHCUUN
PervnoH r. ActaHa / r. AcTaHa
MecTo paboTbl MHOroyHKLMOHanbHLIN KoMnaekc Aby [Nabu
[oMKHOCTHbIE 06513aHHOCTK
Ob6s3aHHOCTMU:

MpoBoanTb yraybaeHHbIn aHann3 nHumaeHTos Wb, ackanumpoBaHHbIx ¢ L1.
MopTeepXhaThb MM ONpoBepraTb MHUMAEHTbI HA OCHOBE aHasn3a oros n
ceTeBOro Tpaduka.

MpoBoAnNTb paccienoBaHuns, onpenesnsaTb BEKTOP aTakn U MacwTab
VHUMOEeHTa.

BbINONHATL NEPBUYHOE pearnpoBaHue: n3onaums y3nos, 610KMpoBKa
Y4YeTHbIX 3anunucen, orpaHm4yeHmne gocTyna.

Co3paBaTb M OMTMMM3MPOBATh KOPPENALNOHHbIE NpaBuia U CLueHapun B
SIEM.

HacTpavBaTb CUCTEMbI MOHUTOPUHIA N CHUXXaTb KOJIMYECTBO JIOXKHbIX
cpabaTbiBaHUN.

MoaroTaBAMBaTb OTYETHLI MO MHUUOEHTAM U npejfiaraTe Mepbl No
YCTPaHEHUIO YSA3BUMOCTEN.

MononHATb 6a3y 3HaHUM SOC HOBLIMU CLIEHAPUSAMU U MPpUMepaMn aTak.
B3aumopencteoBaTb € L3, DFIR 1 Threat Intelligence no cnoXHbiM
VHUMOEHTaM.

TpeboBaHusa:

YBepeHHble 3HaHna Windows u Linux, HaBbiku paboTbl € 1oramMmu n
KypHasamm 6e30nacHOCTU.

MoHMMaHme ceTeBOn apxnTeKTypbl U NpoTokosaos TCP/IP, DNS, HTTP/S,
SMTP, SMB.

OnbIT paboThkl ¢ SIEM: Splunk, QRadar, ELK n gpyrummn pelieHnamu.
OnbIT pa3paboTKM U HACTPOMKN KOPPENSALMNOHHbIX NpaBun B SIEM.
HaBbikn paboThl ¢ IDS/IPS, WAF, EDR, DLP, MDM n Sandbox.

YMeHue aHann3npoBaTb ceTeBon Tpaduk 1 aptedakTol aTak: I0C, PCAP,
Sysmon.

OnbIT paccneposaHua gpuwmHra, malware, bruteforce u privilege
escalation.

3HaHne MITRE ATT&CK, Cyber Kill Chain u NIST Incident Handling.
Hasbikn Python, Bash nnmn PowerShell gns aBTomaTusayum paccnenoBaHum.



o AHIAVNCKNN A3bIK AN8 YTEHUS TEXHNYECKON AOKYMEHTaunm n 4esoBomn
nepenmncku.

XenaTtesnibHble HaBbIKU:

OnbIT peBepC-MHXUHUPUHIa Uan undposon KpuMnHanuctukm DFIR.
3HaHune AWS, Azure, GCP, Docker n Kubernetes.

OnbIT paboThkl ¢ NnaTdopmamm Threat Intelligence.

Hanun4yne ceptudmnkatos CompTIA CySA+, GCIA, GCIH, ECIH, Splunk nnun
QRadar.

TPEBOBAHUA K COUCKATEJIO

CTa>K Mo cneumnaabHOCTM 2 roga
YpoBeHb 06pa3oBaHus BbiCLLEE
3HaHWe A3blKOB e Pycckuin - BbICOKMIN YPOBEHb

MPOPECCUNOHAJIbHbLIE HABbBIKUA

e AHanus n nposepka 6esonacHocTn apxmuTekTypbl Web-cepepa
e HacTpoika nonnTtunkm 6esonacHoctn OC, CYbL, MMNO
e HacTpoika cucTeMsbl 3alUNTbl OT yTevyeK KoHPUAEHUNaIbHOW UHpopMaLmn

e HacTpoika cpeacTB aHTUBUPYCHOW 3alunTbl A1 KoppekTHon paboTskl MO no 3agaHHbIM WwWabsioHaM

JINYHbIE KAYECTBA

e Jlormyeckoe paccyxgeHue
e JlnpepcTtso

e Jlormyeckoe MblluneHune

NMHPOPMALNA O NPEANPUATUN

KonnyectBo paboTHMKOB 272
KoHTakTHOoe nnuo HapwwnbaeBa AHenb
PernoH npegnpunatns r. ActaHa / r. AcTaHa

Appec npeanpuaTuns CbiFfaHak keweci 60/2 15 sTax



